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AGENDA

What we will be covering today.

1. Introduction to AWS ecosystem
Key terminology and concepts.
What is Amazon RDS for SQL Server.

High-level overview of architecture &
objective for the day.

2. Deploying & Configuring Amazon
RDS for SQL Server
Core infrastructure requirements.
Parameter & Option Groups.
High Availability.

aws

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

3. Database Migration Options

- Backup & Restore.
- AWS Database Migration Service.

4. Security & Compliance Options
- |AM
« Instance Security

5. Disaster Recovery

6. Monitoring, Scaling, and
Optimisation



Logistics of the day

Coffee Breaks Fire Safety Event Specifics
- 10:30-11:00 - At either end of the - See helpers in Orange
« 15:00 - 15:30 Excel. (In the car park shirts or speak to
beside the Aloft or the team at registration
Lunch square beside the desk.
. 12:30 - 13:30 Vo
. B el - No alarm test
, . planned.
- Served in pre-filled
pots



AWS Terminology
& Concepts.
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The Well Architected Framework.

Building scalable and secure solutions in the AWS Cloud

Operational Performance

Excellence

Running &
Monitoring

Continuous
Improvement

Automation

aws
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Security

Protecting
information

Authentication
&
Authorisation

Event
Detection

Reliability

Recovery
Quickly

Distributed
System Design

Recovery
Planning

Efficiency

Allocation of
Resources

Scale-up Vs.
Scale-out

Matching

evolving needs

Cost
Optimization

Avoid
Unnecessary
Costs

Scaling
without
overspending

Cost Visibility
&
Management

Sustainability

Minimizing
environmental
impact.

Maximizing
utilization

Minimise
downstream
impacts



The Cloud Adoption Framework.

Building scalable and secure solutions in the AWS Cloud

Technology

People

|

Value

Risk
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Shared Responsibility Model.

Building scalable and secure solutions in the AWS Cloud

Customer data

Platform, applications, identity, & access management

Operating system, network, & firewall configuration

Client-side data encryption & Server-side encryption Network traffic protection
data integrity authentication (file system &/or data) (encryption/integrity/identity)

Customer is responsible for
Secunty in the Cloud Compute Storage Database Networking

AWS Global REGISIE i
Infrastructure Availability Zones locations

Customer
AWS

AWS is responsible for
security of the cloud

aws
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Regions and Availability Zones.

Building scalable and secure solutions in the AWS Cloud

AWS Region AWS Availability Zone (AZ)

o Y ° ..‘
| Datacenter
Reg.lon .&..Number of o Announced Reglons A Region is a physical location Availability ZoneS ConSiSt Of one
Avallablllty Zones Spain, Switzerland, Israel, UAE, Hyderabad, . d- d
Auckland, Canada West, and Melbourne n the WOI‘ld Where we have or morc:e Iscrete data centers,
) multiple Availability Zones. each with redundant power,
25 Reg|on5 networking, and connectivity,
. g housed in separate facilities.
81 Availability Zones y

230+ Points of Presence
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What is Amazon RDS for
SQL Server?
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

« On-Demand AWS Managed Database Infrastructure Service delivering the
Microsoft SQL Server database engine.

= Support for SQL Server 2012 to 2019
= Express, Web, Standard, and Enterprise Edition

= License Included

« Push-button Scaling

= |nstance Classes for compute and memory resources when you need them

= Auto-scaling storage capacity and IOPS

aws
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

=

T

K_A NZ
RDS Instance @
KN I—)
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

=

? ; RDS Instance -
zgy ﬁ@
|
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

=

'é ; RDS Instance -
zgy ﬁ@
I
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

Meeting Business
Requirements

Database Optimisation

Application Level Security

Database Design

aws
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Amazon RDS for SQL Server

Managed SQL Server Database Service.

« Customer responsibilities for database maintenance.
= Consistency checking (CHECKDB)

= |Index and Statistics Maintenance (e.g. Ola’s scripts)

= Logins and database level security

« User Initiated Backup Options

= Built-in SQL Server backup to S3 (FULL, DIFFERENTIAL)
= Manual Snapshots

aws
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Deploying
RDS for SQL Server.
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Networking :

Amazon RDS for SQL Server

Deployment prerequisites & outcomes.

K__7
132122’2 [ RDS Instance

172.16.2.0

Amazon VPC Subnet Group Security Group

Security, Identity, & Compliance !
|

IAM Role(s) AWS Managed AWS KMS
Microsoft AD

R ______________________________-; \
RDS Config E |

e1C] <X .|
1] 1] i E |
x| G 0
Option Group  Parameter Instance Class |
e ___Growp . l
adWws
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Management &

Governance

1

1

1

| Amazon AWS

: CloudWatch CloudTrail

________________________

________________________



Amazon RDS for SQL Server

Deployment prerequisites & outcomes.

1
Networking !
1
1
. BrEMehe netance o~ | eemmmmssmsaRsT s
172.16.1.0 Y

Amazon VPC Subnet Group Security Group

| e e e e e e e e 1 —
| |
Amazon AWS
CloudWatch CloudTrail
1. A . > . —————— |
|
|
IAM Role(s) AWS Managed  AWS KMS o
Microsoft AD : &

L

I
i Performance Insights
I
I

Option Group Parameter Instance Class
Group
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Networking for RDS

RDS for SQL Server network components.

AWS Cloud

i Availability Zone (A) Availability Zone (B) Availability Zone (C)

@ Private subnet @ Private subnet

aws
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Amazon Virtual Private
Cloud (VP(Q)

« Customer controlled
network environment.

- Secure hybrid
connectivity.

« Access control to
resources within VPC.



Networking for RDS

RDS for SQL Server network components.

AWS Cloud Subnet Groups
_ﬁ_e_gjf@ ______________________________________________  Collection of subnets.
E Availability Zone (A) E E Availability Zone (B) E E Availability Zone (C) E ° Used by Data base
§__V_'j<_: ___________ o N | Instances for
EE E Subnet Group 1 o EE | ConneCtiVity.
Ei @ Private subnet i i Private subnet E : @ Private subnet EE | . Subnets must be in
I :_i+ _________________ two or more different
o suone{Grop2 i | AZs.
ii @) Private subnet i E. Private subnet EE i @l Private subnet i :
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Networking for RDS

RDS for SQL Server network components.

AWS Cloud

1
|: 1
1 1
E: @l Private subnet b . Private subnet ' I. Private subnet
: 1
1
1
1

. Private subnet . . Private subnet

Subnet Group 1

Subnet Group 2

Security Group

i

Inbound Rules

i

Outbound Rules

aws
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Security Groups

« Acts like a virtual
firewall for instances
they are linked to.

- Stateful for
request/response
traffic.

« Can be used to
manage access from
other security
groups.



Networking for RDS

RDS for SQL Server network components.

AWS Cloud

'| Security Group

1
" Subnet Group 1 !
1
i: @ Private subnet E E @ Private subnet E E @ Private subnet
1! 1 11
1
1

i

Inbound Rules

i

*rolp 2 1 /| outbound Rules
Private subnet n 1 @l Private subnet
1 1

1

n

c

o

-]

D

e
[ o W
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Routing

- Main route table
created by default.

- Custom route tables
needed for specific
routing
requirements.



Demo
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Amazon RDS for SQL Server

Deployment prerequisites & outcomes.

Amazon VPC Subnet Group Security Group

Security, Identity, & Compliance !
|

A4

IAM Role(s) AWS Managed AWS KMS
Microsoft AD

Option Group Parameter Instance Class
Group
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| |
Amazon AWS
CloudWatch CloudTrail
P IRRRREECEEEEEEEEEES
ks
I
| ad
|

Performance Insights



Security, Identity, and Compliance

Authentication and Authorisation for Amazon RDS for SQL Server.

IAM Roles

« Control Access to AWS account for DBA
team

« AWS IAM is primarily about managing
infrastructure and not access to the data
within the RDS instance

- On-prem identities are exchanged for an
|AM role that is assumed to perform API
actions with temporary credentials

- Avoid large aggregated permission sets
and drive towards least permission

aws
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DBA_RDS_ReadOnly

A—a

‘ DBA_RDS_ReadWrite

2

DBA_RDS_FullAdmin




Security, Identity, and Compliance

Authentication and Authorisation for Amazon RDS for SQL Server.

IAM Policies

« Principal, Action, Resource, Condition

« Who can do what to which resources
under which circumstances R TR PR RE e R PO EEEEEEE R PSP PRV RGRrs :

- Authorise allowed actions and define I e
denied guardrails for what must never be N
dlliamee | Tk S

« Multiple policy constructs which can be )
used depending on the requirements and "Effect’: "Allow’, i
the service. Resonzeans [l

. Defined using YAML or JSON document | 1
defining the actions that can be : 5
performed. ~ Allow full RDS access within a specific region.

aws
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Security, Identity, and Compliance for RDS

RDS for SQL Server authorisation and authentication.

AWS Cloud

[~ E— e

EPrivate subnet i E @ Private subnet i

Corporate data center

Generic group

/5

Corporate AD

: E AWS Mahaged b
: : / Microsoft AD / —

aws
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(External/Forest Trust)

AWS Managed AD

- Required for Windows
Authentication with
RDS for SQL Server.

- Can form trusts with
self-managed
Microsoft Active
Directory.

« Can be deployed in a
resilient multi-AZ
pattern.



Security, Identity, and Compliance

Authentication and Authorisation for Amazon RDS for SQL Server.

AWS Key Management Service

Managed service to create and
manage cryptographic keys, both
symmetric for at-rest data encryption
& asymmetric for sign/verify or
encrypt/decrypt

Integrates with Amazon RDS to
encrypt instance infrastructure — at
rest — it does not relate to encrypting
fields or columns

AWS or Customer Managed key
options.

aws
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Automatic or manual key rotation
options

Key material & cryptographic
operations are only ever within
the validated cryptographic
module in the KMS HSM fleet



Demo
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Amazon RDS for SQL Server

Deployment prerequisites & outcomes.

Amazon VPC Subnet Group Security Group

—————
Amazon AWS
CloudWatch CloudTrail
> e S
|
IAM Role(s) AWS Managed  AWS KMS v
Microsoft AD : &
L
R ______________________________-; :
EX RDS Config ! i Performance Insights
1 I
o3| =3/ ; ‘
1] 1] ]
x| G 0
1
Option Group  Parameter Instance Class |
N €1 |
adWws
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Amazon RDS Configuration

Controlling features, functionality, and capability.

AWS Cloud Option Groups

B - Used for feature
; deployment and
i configuration.

e
i: i i Subnet Group 1 E i EE 2 (Galn apply to one or
i: @l Private subnet E E @l Private subnet E E @l Private subnet ii more InStances,
|: K 7 1 K_ 7 1 1 <X ||
g = | — 3 o]
:E . . —— | T el :
E'::::::::/F::::::::E::::::::::::::::::_'_:_T “““““““““ : Option Group 1
¥ Subnet Group 2 HE | :
iG] Private subnet | : Private subnet 1 | |
1 i . no | clC]
g % L : o1
; | - i | : ===
B A o — : Option Group 2 |
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Amazon RDS Configuration

Controlling features, functionality, and capability.

AWS Cloud

Subnet Group 1

| | e.
1
i: @ Private subnet E E @ Private subnet E E @ Private subnet ii
1
:' R 1 : N : ::
h 553 ! .ng. — 1
L S L B e——
:I_ _______________ T T !
n Subnet Group 2 = : ,
[ Private subnet ! | Private subnet 1| | | i
: ¥ I =
! N s i O o
i o Qo ! O @O
I .

1
Parameter Parameter!
1

dWS
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Parameter Groups

« Used for SQL Server
configuration
(sp_configure).

« Can apply to one or
more instances.

« Some settings cannot
be altered.



Amazon RDS Configuration

Controlling features, functionality, and capability.

aws

M4 M5d M5

General Purpose

Provide a balance of compute,
memory, and networking
resources.

Can handle diverse workloads
where resource usage is
balanced.

{1 R4 F 3 rs E IrsbfE JRrsd
1 x1E Ix1eE J21dF
Memory Optimized

Designed to deliver fast
performance for memory based
workloads.

Good for databases, in-memory
cache, or real-time big data
analytics.

T2 T3

Burstable Performance

Provide a baseline level of CPU
performance, with ability to
burst higher if needed.

Useful for spikey workloads
where there is a high degree of
idle time.

db.m5d.8xlarge
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Networking :

Amazon RDS for SQL Server

Deployment prerequisites & outcomes.

R__A
RDS Instance
172.16.1.0

Amazon VPC Subnet Group Security Group

Security, Identity, & Compliance !
|

IAM Role(s) AWS Managed AWS KMS
Microsoft AD

R ______________________________-; \
RDS Config E |

e1C] <X .|
1] 1] i E |
x| G 0
Option Group  Parameter Instance Class |
e ___Growp . l
adWws
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. .
Amazon AWS
CloudWatch CloudTrail

Performance Insights



Demo
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Amazon RDS for SQL Server

Monitoring and observability.

Management &

1

1

}

[ Governance !

Amazon VPC Subnet Group Security Group : I

1 1
I

1 1

! Amazon AWS |

1 1

1 1

________________________

A4

i
IAM Role(s) AWS Managed  AWS KMS a

I

I

|

Microsoft AD
—

I
i Performance Insights
I
I

Option Group Parameter Instance Class
Group

aws
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Demo
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Amazon RDS for SQL Server

Summary

Networking ! T
: s E RDS Instance A e 1
: 172.16.1.0 Y

! . - %@ Management &

Governance

Amazon VPC Subnet Group Security Group

e — | ﬂ

1
I
1 1
Security, Identity, & Compliance ! ! Amazon AWS
! 8 : CloudWatch CloudTrail
2D /B . s O T
1 - (- S SRR A I il i 1
1
1
1
}
1

===

IAM Role(s) AWS Managed AWS KMS
Microsoft AD

R ______________________________-i . : h
EX RDS Config ! | ] ! Performance Insights
: 1
: 1
I

R X | -0 | T e e ] D B B T D D (T T }
R Y || o] (—

- 1] 0

1 1

| Option Group  Parameter Instance Class |

eeee_____Group__ . |

Create and Connect to a Microsoft SQL Server Database with Amazon RDS:
aws 5

©2021, Amazon Web Services, Inc. or its affiiates. Allrights reserved. https://aws.amazon.com/getting-started/hands-on/create-microsoft-sql-db/




Migrating databases to

RDS for SQL Server. ////,

aws
)



Migration Options

Migrate databases from self-managed to Amazon RDS for SQL Server.

RN\
@
¥\U/N

= SQL ServerI

aws
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AWS Database Migration Service

Moving databases to the cloud.

AWS Cloud Corporate data center AWS DMS
Region S M|grat|0n Of data
e I e = from one database to
B 5 al = another.
| i @ Private subnet E i @ Private subnet E N b Use In conjunCtlon
I - ol with SCT for non-data
: AWS DMS  — L .
(MulthAZ) = TRHER ObjECtS.
I T o - Single-load or
: @ Private subnet EL @ Private subnet E ContinUOUS I‘epliCatiOn
i Q """" Q """" | options.
B B
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AWS Database Migration Service

Service components and features.

aws

Replication
Instance

Compute
instances which
run the DMS
service, scaled to
availability and
throughput
needs.

Source
Endpoint

Source database
which is to have
data migrated
from.

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Target
Endpoint

Destination
database for

migrated data.

Migration
Tasks

Migration
activity, one-off,
or continuous.
Transfer of in-
row and LOB
data.

Monitoring

Performance
metrics sent to
Amazon
CloudWatch for
centralised
monitoring.



AWS Database Migration Service

Recommended practices to migrate data with AWS DMS.

Effective planning is vital for a
successful migration. Know what
needs to move, and perform pre-

analysis to spot issues first.

Select an instance class which has
sufficient memory to process the data

volumes.

Leverage row filtering for large table

migration.

aws
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Tune the parallel load value for the
DMS task depending on the number of
tables to be migrated.

Break migrations down into multiple
tasks based on transactional
consistency.

Reduce bottlenecks on the destination
database by turning off unnecessary
capabilities.



Demo
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SQL Server Backup & Restore

Moving databases to the cloud.

AWS Cloud

————————————————————————————————————

& v 3 a
1 X : !
{| 1 @ Private subnet E: Private subnet !
BT T |
Pl = (o b SQL Server |
1 (. 1 |
1 8 8
R NPTTTTT oo m e N

____________________________________

Corporate data center
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Backup & Restore - S3

- Backup from self-
managed SQL Server
to S3 bucket.

« Restore from S3 to
RDS for SQL Server
Instance.

« Cannot restore to
multi-AZ deployment.



Copying data to Amazon S3

Moving database backup files to Amazon S3.

CLI or PowerShell
 Build into existing or new

automation tasks with script CLIPowershell
components. ’
: =
File Gateway @D e

- Abstract synchronisation complexity
out of backup process.

Third Party Solution

Third-Party Solutions

- Various ISV options in the AWS
Marketplace.

aws
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Copying data to Amazon S3

Using the AWS CLI & PowerShell to copy data.

Command Line Tools

« CLI, PowerShell Module, or SDK « Need to build in your own
allow for variety of scripting validation, error handling, and
languages to be used. logging.

 Build your own scripts to backup - Still need to run pre-migration
and transfer to Amazon S3. compatibility assessments.

- Automate using existing solutions in
your businesses.

aws
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Copying data to Amazon S3

Using the Amazon S3 File Gateway to copy data.

AWS Cloud

————————————————————————————————————

; VPC L
i 1 : 1
:| ' J@ll Private subnet ! | i@}l Private subnet !
H 1D oo ———————=———_ .- 1
B i L
Pl sLs b SQL Server |
1 Ly ! U
o = I 8
! - ANTTTT T b

____________________________________

Corporate data center
L]
Il
5

Amazon S3
File Gateway
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S3 File Gateway

- Migration of data
from one database to
another.

« Use in conjunction
with SCT for non-data
objects.

- Single-load or
continuous replication
options.



Restoring from Amazon S3 to Amazon RDS

Restoring SQL Server database backup files from S3.

- Need to enable native backup & « Use No Recovery to do partial
restore for RDS for SQL Server restores for a combination of Full,
instance. Differential, and log restores.

« Create IAM Role so that RDS for SQL
Server instance can access the
Amazon S3 bucket.

« Use built-in stored procedures to
initiate restore activity.

aws
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RDS for SQL Server
Security and Compliance.

aws
)



Shared Responsibility Model

Understanding areas of responsibility.

CUSTOMER DATA

CUSTOM ER PLATFORM, APPLICATIONS, IDENTITY & ACCESS MANAGEMENT

RESPONSIBILITY FOR
e S OPERATING SYSTEM, NETWORK & FIREWALL CONFIGURATION

CLIENT-SIDE DATA NETWORKING TRAFFIC
ENCRYPTION & DATA INTEGRITY Y e PROTECTION (ENCRYPTION,

AUTHENTICATION {FILE SYSTEM AND/OR-DATA) INTEGRITY, IDENTITY)

SOFTWARE

AWS DATABASE

RESPONSIBILITY FOR HARDWARE/AWS GLOBAL INFRASTRUCTURE

SECURITY ‘OF" THE CLOUD

AVAILABILITY ZONES EDGE LOCATIONS

aws
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Securing Amazon RDS for SQL Server

Defence in depth with layering.

aws

Layer Controls

Network topology Amazon VPC: Control subnets, AZ specificity (DB subnet groups), route tables and
NACLs

Firewall Security groups: Per-instance firewall to allow or deny traffic

Public access

Avoid it - RDS instances should almost never be in a public subnet (with a route to
the Internet)

Encryption

Forced SSL supported; Encrypted DB instances’ storage using AWS KMS, TDE,
column-level encryption (Always Encrypted)

Application access to the
instance

Use AWS Secrets Manager to securely hold, vend, and rotate secrets for your
instance

Resource control

Use AWS Identity and Access Management (IAM) to control instance management
& lifecycle permissions, work to only grant least privileges

Data access

Native SQL Server capabilities, SQL & Windows Auth.

Audit

Use AWS CloudTrail to log AWS API invocations
Use SQL Server Audit to audit database and server operations

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Security, Identity, and Compliance for RDS

RDS for SQL Server authorisation and authentication.

AWS Cloud

B

____________________________________

1
' Availability Zone (A) | | Availability Zone (B) ,

| :
. o !
1
1 I 1 ]
| Qs . Qs |
1 (| 1
1 I 1
) 1 1 . 1
| @ Private subnet ! : @ Private subnet ! @D
1
1 1 1
1
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Network Traffic Flow
« Security Groups

protect the instance.

Network ACLs protect
the subnet.

Route tables used to
send traffic to the
correct network
segments or
endpoints.

Compliance coverage:
PCI-DSS, C5
(Germany), SOC2,
ISO27001, et al



TLS Version Control

How to configure specific TLS versions with Parameter Groups.

Parameters

Q rdst

Name V

rds.tls10
rds.tls11

rds.tls12

Values

default ¥
disabled
enabled

B e Sy
default eqabled

Allowed values

default, enabled, disabled
default, enabled, disabled

default, enabled, disabled

Cancel editing

Preview changes

x |
Modifiable ¥ Source V
true system
true system
false system

i1

Apply Data
type V¥ type ¥

static string
static string
static string

\
> ®
;

Description

TLS 1.0.
TLS1.1.

TLS 1.2,

—_—

aws

N1
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Data Security in Transit

Encrypting TDS network traffic to and from the database.

aws

Set rds.force_ssl : Forces all client connections to be TLS encrypted
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IAM Access Control

Managing Amazon RDS for SQL Server infrastructure with IAM

O S S

DBA Team Infrastructure Helpdesk Analytics Developer
| Team | Team Team

Ja o o

Admin Role Read Only Role Power User Role
R _271 R_72
NS Amazon RDS NS Amazon RDS
Instance (Read Write) Instance (Read Only)

aws
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IAM Access Control

Managing Amazon RDS for SQL Server infrastructure with IAM

O S S

DBA Team Infrastructure Helpdesk Analytics Developer
| Team Team Team

! !
Ja 2 e

Admin Role Read Only Role Power User Role
R _271 R_72
NS Amazon RDS NS Amazon RDS
Instance (Read Write) Instance (Read Only)
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IAM Access Control

Managing Amazon RDS for SQL Server infrastructure with IAM

O S S

DBA Team Infrastructure Helpdesk Analytics Developer
Team Team Team
3 |
Admin Role Read Only Role Power User Role
R_ 7 R 4
NS Amazon RDS NS Amazon RDS
Instance (Read Write) Instance (Read Only)

aws
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Security, Identity, and Compliance for RDS

RDS for SQL Server authorisation and authentication.

AWS Cloud

____________________________________

. 1
| i | TT-ss=s=sssss=ssm==
: Private subnet :1: @l Private subnet |
1 1

_____________ J

Corporate data center

Generic group

/5

Corporate AD

: Self-Mahaged L
E L\B I\;Ticrdsacg‘;ta%\% L\B < :

(secondary DCs) i
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AWS Managed AD

- Extend network using
Direct Connect or VPC.

- For improved
resiliency deploy self-
managed domain
controllers into AWS
VPC.

- One-way forest trust
iS @ more conservative
choice over two way
trust.



Security, Identity, and Compliance for RDS

RDS for SQL Server authorisation and authentication.

AWS Managed AD

- Extend network using
Direct Connect or VPC.

- For improved
resiliency deploy self-
managed domain
controllers into AWS
VPC.

- One-way forest trust
iS @ more conservative
choice over two way
trust.

aws
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Demo
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SQL Server audit

Tracking activity inside RDS for SQL Server.

Why?

aws

Increase accountability
Anomaly detection
Track usage

Corporate
data center

=
Client

Satisfy compliance requirements

Record events to binary files

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

E AWS Cloud

Amazon

RDS

N

N

=
Client

Audit files in
Amazon S3




SQL Server audit

How ?
Enabled via option groups

Where?
Stored in your S3 bucket

Options:
Server-side file compression
Configurable retention

aws
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Option details j

Option group name

reinvent-demo-option-group

Option name Info
Choose the option you want to add to this group

SQLSERVER_AUDIT
Use to offload SQL Server Audit logs to your S3 bucket. It grants your DB instance acce...

T i eV P

S3 destination (

S3 bucket

reinvent-demo-s3 v

R Al e Y Y e S

v Additional configuration - optional

Compression

Enable compression
Enabling compression will compress audit logs to ZIP file before offloading to your S3 bucket.

Retention
Enable retention
Enabling retention will keep audit logs on the RDS instance for the configured amount of time. Otherwise the audit logs are
removed immediately after being offloaded to S3 bucket
Retention window
840 <

1 to 840 hours

T PO Y P e ' N



Demo
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Security - best practices

aws

Use AWS Identity and Access
Management (IAM) accounts to control
access to Amazon RDS API actions

Restrict database accessibility
Avoid enabling public access

Avoid using port 1433 if you need public
access.

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Internet gateway

Virtual private gateway

) v/

! w l
Router
Route table 11 Route table
"’ Network ACL KVI "“ aNetwork ACL ’\‘
(subnet 1) (subnet 2)
4 ! N 4 v ) N\
‘ Security group Security | | Security
group group
\ J A J J
o= - - -
Instance Instance Instance Instance
Subnet 1 Subnet 2
10.0.0.0/24 (IPv4) 10.0.1.0/24 (IPv4)
\2001 :db8:1234:1a00::/64 [lPVS)/ \2001 :db8:1234:1a02::/64 (IPvB))

VPC

10.0.0.0/16 (IPva)
2001:db8:1234:1200:256 (IPv8)




Disaster Recovery Options for _
RDS for SQL Server.

aws
)



“By failing to prepare you are
preparing to fail.”

Benjamin Franklin
Founding father of the United States.

“Everything fails, all the time.”

Dr. Werner Vogels
CTO Amazon.com

aws




Preparation is everything

Documentation, Process, Practice.

Do not build a backup strategy, build a recovery strategy.
That is, having backups doesn't matter. It only matters if you

have a demonstrated capability to restore.

Define key terminology in business language and map to
- technical requirements where appropriate.

Take a system-wide view rather than component level
recovery.

aws



Recovery Objectives

RPO (data) RTO (time)

Potential data loss |Outage duration

Service Restored & Running

|
Backups

aws
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Key Terminology

High Availability Vs. Disaster Recovery

High Availability

« Automatic with no human
intervention.

- Designed for handling component
failure within a system.

- Minimal data loss (in-flight data)
and very low RTO.

aws

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Disaster Recovery

Human triggered event — automate
the process but not the decision

Designed for recovery from a
significant outage where systems are
inoperable.

Higher data loss potential
(committed data), and RTO measured
in hours.



Disaster recovery considerations

What constitutes a disaster?

What other infrastructure is needed?
How will you handle data loss?

What are your business requirements?

Test!! Perform recovery drills

aws



Disaster recovery with Amazon RDS for SQL Server

Native Database Backup Logical Replication

Amazon RDS for SQL Server
instance

‘SQL ServerI

New Amazon RDS for SQL
Server instance

‘SQL ServerI

Amazon Simple Storage

Service (S3)
Database Instance Backups ~— ___  ___ ___ API/console Database Instance
Amazon EBS snapshots
AERO) 2R Amazon EBS
(block storage)

______________________________________________________________________

aws
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RDS for SQL Server - snapshot

Database instance level backup
 Automated or manual

Automated snapshot
. Daily snapshot during backup window

. Leverage SQL Server application consistent
EBS snapshots

. T-log backup to S3 every 5 minutes
(recovery model set to full)

. Retained up to 35 days

Manual snapshot

. Take a snapshot any time
. Kept until you delete

aws
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. Region

‘SQL ServerI L

Transaction Logs

EBS Snapshot

S3




RDS for SQL Server -

Amazon S3-11 x9s
durability

Inherits encryption

Copy Snapshots
- Cross accounts
- Cross regions - DR

- Copy automatic to manual
for long term retention

aws
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snapshot

Amazon EBS ¥aliime

Amazon S3

WA

Bucket Snapshot 1 Snapshot 2

AlB[CIENCID
Als

7/

Snapshot 3

Alcfo



Snapshot - best practices

Set retention to a positive value to enable automatic backup

Take manual snapshots to reduce Point-in-time recovery (PiTR) replay
window

Storage 10 might be suspended briefly during backup (typically under
~a few milliseconds). You may experience elevated latency for a few
seconds during backup

Disable backup for data load (deletes automatic backups)

aws



Restoring Amazon RDS for SQL Server Snapshots

Considerations and recommended practices.

Restore creates a new database instance
- Define the instance configuration just like a
new instance

- Will inherit parameter, security, and option
groups from source DB instance

New volumes are hydrated from Amazon S3

- While the volume is usable immediately, full
performance requires the volume to warm up
until fully instantiated

aws
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SQL Server

<
e

Original
Instance

|

e

RestoreDBInstance
FromDBSnapshot

Snapshot

SQL Server

({(0) ]

New
Instance



RDS Automated Backups

Enabled by default

Daily snapshot of storage volumes

Archived transaction logs backed up to
Amazon S3 every 5 minutes

Managed retention up to 35 days (default

7 days)

aws
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. Region

Amazon EBS volume

Running instance

Backups in Amazon S3

5 ©
EBS Snapshots  Archived

transaction
logs




Restoring Amazon RDS for SQL Server Snapshots

Considerations and recommended practices.

Required: full recovery mode

Restore to any second in backup
retention

Latest restorable time typically <5
minutes

SQL Server

<

Original
Instance

RestoreDBInstance
y— ToPointInTime

Snapshot

({(0) ]

SQL Server

New
Instance



Disaster recovery with Amazon RDS for SQL Server

Amazon RDS for SQL Server

Snapshot Native Database Backup

instance

‘SQL ServerI i

Database instance Backups

—_— S S Y —

yam—\ |

Amazon EBS
(block storage)

____________________________

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Amazon Simple Storage
Service (S3)

SO0 SO0 a0a APlall

Native SQL Server Backups

Logical Replication

New Amazon RDS for SQL
Server instance

SQL ServerI

Database instance

yam—\

Amazon EBS

___________________________________



RDS Manual Backups

Region
Request a snapshot at any time . X

Copy automated (system) snapshots to
manual

Retained until you delete them

Amazon EBS volume

Running instance

Backups in Amazon S3

—

r—

5,

EBS Snapshots

aws
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Demo

aws
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Disaster recovery with Amazon RDS for SQL Server

Snapshot Native Database Backup Logical Replication
o— o—
lo— o—
Read/write workloads Read workloads/DR
—
r— | T L 3 Apply records as SQL rm
RDS SQL Server DMS replication RDS SQL Server
source instance instance target instance
——
1 Capture Data changes
——

2 Process changes on replication instance
aws
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Amazon RDS for SQL Server read replicas

Offload read traffic to secondary database instance(s)

Fully managed Always On Availability Group

Using the Distributed Availability Group feature

- Up to 5 replicas per source instance

- Must be in the same region as source instance

- Source instance must be Multi-AZ

Read replicas can be promoted as new standalone databases

aws



Amazon RDS for SQL Server read replicas

aws

T

Availability Zone A

Instance
(Multi-AZ Secondary) oute

- XX\
‘SQL ServerI

O
Instance1
(read replica 3)

o=

‘SQLseél HA - SYNC Alway

—

:

(Multi-AZ Primary) |

Distributed AG Async

1

I

1

1

1

:

1

SQL Serve|1 :
g :
I

1

1

1

1

[}

1

1

Instance1
(read replica 1)

db.r5.16xlarge

=

Availability Zone C

‘SQL ServerI

Instance1
(read replica 2)
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Amazon RDS for SQL Server HA/DR features

Multi-AZ for high availability 0) 10 sec to 1 minutes*

Snapshot restore Hours 30 minutes*

Point-in-time restore Minutes 30 minutes to few
hours*

Read replica promotion (in-region) Minutes <5 minutes

Logical replica promotion Minutes to hours Minutes to hours



Summary

Recommended practices for Amazon RDS for SQL Server DR.

Plan, practice, review, and iterate disaster recovery activities
on a regular basis.

Document as much as possible, use business language and
context to aid decision makers.

Store hard-copy, and off-site copies of documentation which
is accessible in the event of a major disaster.



Monitoring, and Optimizing
RDS for SQL Server.

aws



Performance monitoring tools at a glance

Amazon CloudWatch metrics/Enhanced
Monitoring : Monitor core (CPU, memory, disk)
metrics

Amazon CloudWatch Logs: Publish SQL Server
Agent logs and Error logs to CloudWatch

Performance Insights: Query and wait level
performance data

SQL Server native tools: DMVs, Profiler,
Extended Events.

AWS Marketplace 3 party solutions.

aws
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Amazon CloudWatch Metrics

CloudWatch (20) Add instance to compare ‘ ‘ Monitoring ¥ Last Hour v
Legend: | mypg
Q 12 3 4 ) @
CPU Utilization (Percent) DB Connections (Count) Free Storage Space (MB)
2 1 6,000
5,000
15 075 1000
1 05 3,000
2,000
05 025 1000
0 0 0
121 1721 1/21 121 1/21 1/21
19:00 19:30 19:00 19:30 19:00 19:30
Freeable Memory (MB) Write IOPS (Count/Second) Read IOPS (Count/Second)
4,000 4 15
3,000 3 4
2,000 2
1,000 %
0 0 0
121 121 1/21 /21 11/21 121
19:00 19:30 19:00 19:30 19:00 19:30

CPU Memory Storage Engine

aws
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Amazon RDS Enhanced Monitoring

aws

Services v Resource Groups v

N. Virginia ¥

Free Memory Inactive Memory Dirty Memory Active Memory TPS

19168

47768 0000
Value: 3.67 GiB
Time: June 23, 2020 at 10:31:09 AM UTC-4

e

Free Memory Inactive Memory Dirty Memory Active Memory rdsdev = filesystem

Read Kb/s Write Kb/s Physical Devices TPS CPU User CPU Total

20000 100000 2000 % 50

10:10 1030

rdsdev  — filesystem rdsdev  — filesystem Physical Devices TPS CPU User CPU Total

Used Filesystem Load Avg 1 min Load Avg 5 min Load Avg 15 min Tasks Running

143168 150 200

Irdsdbdata — | Load Avg 1 min Load Avg 5 min Load Avg 15 min Tasks Running

aws
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Amazon CloudWatch Logs integration

Users

aws

Filter-based D
alarms and |:| I:l

metrics

]

User

activity Log

‘SQL ServerI EVENLS
SQL server

instance

Amazon S3
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Amazon Simple  Email notification
Notification
Service

Lambda
function

,—-l'l
I
Amazon Elasticsearch
Service




Demo.

aws
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Performance Insights

Easy and powerful dashboard showing load on your

database
Uses Average Active Session (AAS) as a load NREENFRRRERERRE
aggregation method over time =
| RARRRRRRRSRNANE
Helps you identify source of bottlenecks: top SQL o e
queries, wait statistics ol
7 days of performance data history free — perfect for o
developers; up to 2 years of long term retention for m-o
production use cases e

aws
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Performance Insights — CPU bottleneck

Bottleneck

8 "
!
!

m— I

Max CPU: 2

Sessions
N

11:40 11:50 12:00 12:10 Janl6 12:21:00 |,5 39

|dentify CPU bottleneck:
« CPU usage constantly spiking over allocated CPUs Re-do screen grab

aws
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Performance Insights — top SQL

Waits SQL Hosts Users Q search SQL queries ®
Load By Waits (AAS) SQL
v | {1.15 SELECT @stock_count = count_big(DISTINCT STOCK.S_I_ID) FROM dbo.ORDER_LINE, dbo.STOCK WHERE ORDER_LINE.OL_W_ID = @st_w_id AND ORDER_LINE.OL_D_ID = @st_d_id AND (ORD...
I v | 1115 SELECT @stock_count = count_big(DISTINCT STOCK.S_I_ID) FROM dbo.ORDER_LINE, dbo.STOCK WHERE ORDER_LINE.OL_W_ID = @st_w_id AND ORDER_LINE.OL_D_ID = @st_d_id AND (ORD...
Details Copy full SQL
(
Support SQL ID: 81BA4E1EA792C4622F2D8896C2FD62053AB02E10 SQLID:

03000600B6B02E41D842E20012AB000001000000000000000000000000000000000000000000000000000000

Support Digest ID: 81BA4E1EA792C4622F2D8896C2FD62053AB02E10 Digest ID:
03000600B86B02E41D842E20012AB000001000000000000000000000000000000000000000000000000000000

SELECT @stock_count = count_big(DISTINCT STOCK.S_I_ID) FROM dbo.ORDER_LINE, dbo.STOCK WHERE ORDER_LINE.OL_W_ID = @st_w_id AND ORDER_LINE.OL_D_ID = @st_d_id AND (ORDER_LINE.OL_O_ID < @st_o_id) AND
ORDER_LINE.OL_O_ID >= (@st_o_id - 20) AND STOCK.S_W_ID = @st_w_id AND STOCK.S_I_ID = ORDER_LINE.OL_I_ID AND STOCK.S_QUANTITY < @threshold

SELECT @st_o_id as N'@st_o_id', @stock_count as N'@stock_count’

END TRY

BEGIN CATCH

SELECT

ERROR_NUMBER() AS ErrorNumber Ly

LERROR_SEVERITY() AS ErrorSeverity

LERROR_ST

> - 0.75 UPDATE dbo.ORDER_LINE SET OL_DELIVERY_D = @TIMESTAMP WHERE ORDER_LINE.OL_O_ID = @d_no_o_id AND ORDER_LINE.OL_D_ID = @d_d_id AND ORDER_LINE.OL_W_ID = @d_w_id S...
> l 0.09 SELECT @no_c_discount = CUSTOMER.C_DISCOUNT, @no_c_last = CUSTOMER.C_LAST, @no_c_credit = CUSTOMER.C_CREDIT, @no_w_tax = WAREHOUSE.W_TAX FROM dbo.CUSTOMER, dbo....

ldentify slow running SQL statement :

« Extract SQLID

» Retrieve full SQL statement, exec plan from SQL Server using Ox[SQL ID] (e.g. select *
from sys.dm_exec_query_stats where query_hash = 0x385386BBF17735B8)

aws

© 2021, Amazon Web Services, Inc. or its affiliates. All rights reserved.



Demo.
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Scale for your workload

Scale up and down
« Predictable workloads with periodic peaks

« Failover with Multi-AZ
@)
/ 0ol

« Optimize for response time
SAVEVIN  ModifyDBInstance ModifyDBInstance
32 GiB > >

db.m5.2xlarge db.m5.4xlarge db.m5.2xlarge
aws
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Monitoring & Optimization Summary

Monitoring using CloudWatch and
Performance Insights provides deep
visibility to instance operation.

Leverage CloudWatch Metrics for
custom notification and response
options.

Configure meaningful retention
policies for monitoring data based on
business cycles.

aws
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Performance Insights provides
capabilities within the RDS console for
troubleshooting SQL Server engine
performance.

Manage the scale of your resources
based on performance requirements
and minimise unused overhead
wherever possible.



Overall Summary

Amazon RDS for SQL Server provides a
managed service for hosting your
databases in the cloud.

Understand the shared responsibility
model to ensure secure deployments
within the AWS Cloud.

RDS for SQL Server supports Windows
Authentication which can integrate
with your existing self-managed
domain.

aws
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Databases can be migrated in several
ways which can provide minimal
downtime if needed with DMS.

There are options for automated and
manual backups to meet your RPO/RTO
and retention requirements.

Monitor workloads using Amazon
CloudWatch and Performance Insights,
and AWS CloudTrail for AWS API

auditing.



Please complete the
session survey
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Thank vou!

John Q. Martin

Specialist Solutions Architect

Acceleration Lab Lawrence Britt Peter M. ODonnell
AWS Specialist Solutions Architect Principal Solutions Architect
Jgmartin@amazon.com Databases Security Specialist

AWS AWS
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